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I DICH COVID-19 VA CHUYEN DICH WORK-FROM-HOME

16% 88%

cdng ty trén toan cau lam t6 chic bat budc hodc
viéc tUf xa hoan toan. khuyén khich WFH sau

dai dich (Gartner).

>h0% —

nhan sy lam viéc tU xa Cac kich ban céach ly/
so V@i trudc khi cé dai dich. chia nhé nhén su.

(trudc covid cé <30% nhdn su lam viéc td xa)

>60% —

nhan sy mudn tiép tuc [3m P&y nhanh qua trinh
viéc tU xa. Chuyén dbi sb.
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1. Céng ty Anh/Chi da trién khai cho nhan vién lam viéc tir xa chua?

@ D3 trién khai
@® Chua trién khai

2. Néu da trién khai cho nhan vién lam viéc tir xa, céng ty Anh/Chi hién dang st dung hé
théng nao?

(100%)

Ultraview, teamview (han ché)

NSD tinh duyét -> WVD (RDP)
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RUI RO KHI LAM VIEC TU XA

KHONG KIEM SOAT KHONG DANH GIA
PUQC DU LIEU RAVAO PUQC DO TIN CAY CUA
HE THONG KET NOI

BE MAT TAN CONG THIET Bl CA NHAN
TANG CAO KHONG AN TOAN
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I LO LOT DI LIEU

2020 2021
08 vu leak du liéu I6n 16 vu leak du liéu I6n
"97,000 tai khodn tai VN bi 16

o? ®
il

~2,000 tai khoan linh vuc ngdn hang,
chdng khoan

Tai khoan NH gia tri cao nhat dén 5 TY,
. tai khoan chdng khoan Lén dén 30 TY
viettel ?

security



a CACH TIEP CAN, GIAI PHAP

S 2
s W .




CYBER SECURITY
TRANSFORMATION




GIAM SAT ATTT PA THUC SU HIEU QUA?

SECURITY
OPERATION
KNOWLEDGE

Operation Security
Process Products

Operation
Team
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CYBER SECURITY TRANSFORMATION

y - g THONG MINH HOA
MEAN TIME TO DETECT
®
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v MEAN TIME TO RESPONSE TY BONG HOA

SAN TiM CHU bONG



THONG MINH HOA

Raw Events
=
Abnormal behavior
Sequences/ Patterns

110112
®

Suspicious attack chain




TU DPONG HOA
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SECURITY ORCHESTRATION
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SAN TIM CHU BDONG
Global | 78 days ‘ M TTD

Mean Time To Detect

¥ THREAT HUNTING

APAC 204 days ‘

Vietnam | 2 ndm ‘

EDR Detect

Update 7 Investlgate
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BAO VE KHACH HANG,
CHONG GIAO DICH GIAN LAN
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I CHONG GIAO DICH GIAN LAN

ANTI-FRAUD

BIG-DATA & MACHINE LEARNING
FRAUD USE CASES
EXPERTS KNOWLEGE




THICH NG VOI CHUYEN DICH
LAM VIEC TU XA




I TRUST & ZERO-TRUST

USER VERIFIED ?

q DEVICE VERIFIED ? » TRUST SCORE
A
ENDPOINT IS SAFE 1
& COMPLIED ?
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DYNAMIC ACCESS

FIXED ACCESS PRIVILEGES PRIVILEGES

TRUSTED BEHAVIORS ?

TRUST MODEL ZERO-TRUST MODEL



ZERO-TRUST NETWORK ACCESS

END-USER DEVICES ENTERPRISE RESOURCES
I TRUST _ %
SCORE
ZERO-TRUST PLATFORM (dynamic) u

/
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VIETTEL CYBER SECURITY




I VIETTEL

viettel viettel viettel
F2DIR Tl M-Suite
ﬁ Anti-fraud Threat Intelligence Zero-trust
ISP J SOC Managed service
>50% thj phan SOC s Viét Nam — - —
Internet theo Frost & Sullivan VIETTE VIERUEL VBT
IKIAN CyCir CyM
UEBA SOAR SIEM

PENTEST ON DEMAND THREAT HUNTING
Security RnD
Phdt hién 300+ [6 hong
Zero-days 24/7 SOC SERVICE
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THANK YOU!




